New Bill

Draft: Cybersecurity Bill, 2024

(Subject to change)

Author: Malawi Communications Regulatory Authority
Date: 61 July, 2024

CYBERSECURITY BILL, 2024



MEMORANDUM

This Bill seeks to make provision for the establishment of the National Cyber Security
Authority (hereinafter referred to as the “Authority”); for the establishment of the Computer
Incident Response Team; for the appointment of cyber inspectors; for the development and
enforcement of cybersecurity standards; for the designation and registration of critical information
infrastructure; for the notification and reporting of cybersecurity incidents; and for the
accreditation of cybersecurity professionals and practitioners.

The Bill is divided into nine Parts.

Part | provides for preliminary matters, namely; short title and commencement, the
interpretation of key words and terms used in the Bill, principles of the Act, and the application of
the Act.

Part Il provides for the establishment of the National Cybersecurity Authority, its powers
and functions, composition, tenure of office for members and vacancies, and meetings of the
Authority. The Part also provides for the appointment of the Director General of the Authority and
other members of staff of the Authority, disclosure of interest, immunity of members and staff of
the Authority, oath or affirmation of secrecy and funds and property of the Authority.

Part 111 provides for the establishment of the Computer Incident Response Team, sectoral
CIRTS and functions of sectoral CIRTS. The Part also provides for inter-agency coordination and

international cooperation.

Part 1V provides for the appointment of cyber inspectors, and functions and powers of the
cyber inspectors. The Part also provides for offences against cyber inspectors, including the
offences of hindering and obstructing cyber inspectors.

Part VV makes provision for the development, establishment and adoption of standards, by

the Authority, in the cybersecurity space for purposes of governance and risk management. The



Part also provides for the issuance, by a cyber inspector, of a certificate of compliance where the

cyber inspector is satisfied that the standards set by the Authority have been met.

Part VI provides for the designation, by the Minister, of a computer system or computer
network as a critical information infrastructure if the Minister considers that the computer system
or computer network is essential for national security or the economic and social wellbeing of
citizens of Malawi. The Part also provides for the registration of critical information infrastructure,
and the withdrawal of the designation of critical information infrastructure. The Part further

provides for access to critical information infrastructure, and the localization of critical data.

Part VII provides for the duty to notify and to report a cybersecurity incident to the
Authority and to the relevant sectoral CIRT where a particular sector has experienced a
cybersecurity incident. The Part also provides for the establishment, by the Authority, of a
cybersecurity incident point of contact in order to facilitate the reporting of cybersecurity incidents
by the general public. The Part further provides for the establishment, by the Authority, of an early
warning system in respect of human initiated risks that are likely to undermine the cybersecurity

of the country. The Part also provides for annual cybersecurity audits.

Part V111 provides for the accreditation of cybersecurity professionals and practitioners for
the provision of cybersecurity services on critical information infrastructure. The Part also

provides for application for accreditation and renewal of accreditation.

Part IX contains miscellaneous provisions. Specifically, the Part gives the Minister the
power to make regulations, on the advice of the Authority.
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A BILL

entitled

An Act to make provision for the establishment of the National Cyber Security Authority;
for the establishment of the Computer Incident Response Team; for the appointment of cyber
inspectors; for the development and enforcement of cybersecurity standards; for the designation
and registration of critical information infrastructure; for the notification and reporting of
cybersecurity incidents; for the accreditation of cybersecurity professionals and practitioners; and

for matters ancillary thereto or connected therewith.

ENACTED by the Parliament of Malawi as follows —

PART | — PRELIMINARY

Short title and 1. This Act may be cited as the Cybersecurity Act, 2024, and shall come into force on

commencement such date as the Minister may appoint by notice published in the Gazette.

Interpretation 2. In this Act, unless the context otherwise requires —

“Authority” means the authority established under section 5;

“classified information” means any information whose unauthorized
disclosure would prejudice national security, and includes information on

strategy, doctrine, capability, capacity and deployment;

“Computer Incident Response Team (in this Act otherwise referred to as
“CIRT”)” means a group of information security experts responsible for
monitoring, preventing, responding to, managing, and mitigating cybersecurity
incidents;



“computer network” means interconnected computer systems, devices or nodes,
that are linked together to transmit and share resources through various means

such as wired or wireless connections;

“computer system” means a device or group of interconnected or related set of
integrated devices which, pursuant to a computer program, performs automatic

processing of data;

“critical data” means data which is declared by the Minister in accordance with
this Act, to be of importance to the protection of national security of the country

or the economic and social wellbeing of its citizens;

"critical information infrastructure™ means any information system, sites,
facilities, networks or services, including databases containing critical data which
if disrupted or destroyed would have a serious negative impact on the health,
security or economic and social wellbeing of the citizens of Malawi and the

efficient functioning of the Malawi Government;

“cyber incident” means any event in a system that compromises or has an adverse
effect on the security of the system, the data processed therein, or services offered

through the system;

“cybersecurity” means the ability of systems to resist, at a given level of
confidence, any event that may compromise the availability, integrity or
confidentiality of data, computer systems or of services offered via these

systems;

“cyber threat” means any potential circumstance, event or action that could
damage, disrupt or otherwise adversely impact computer systems, the users of

such systems and other persons;



“data” means electronic presentation of information in any form;

“incident handling” means a systematic approach to effectively manage and
respond to security incidents or disruptions in information technology systems or

infrastructure;

“information system” means a system for generating, sending, receiving, storing,
displaying or otherwise processing data and electronic messages, including

internet;

“member” means a member of the Authority appointed under section 7;

“owner” in relation to critical information infrastructure includes a person who

operates or exercises control of the critical information infrastructure;

“proactive services” means a systematic approach of identifying potential
cybersecurity issues or needs before they become significant problems for

individuals or organizations;

“reactive services” means a response to, and mitigation of, cybersecurity incidents

that have already occurred;

“sectoral CIRT”” means a specialized group or organization that is responsible for
handling and responding to cybersecurity incidents within a specific sector or

industry;

“Unit” means the Computer Incident Response Team established under section
21;



Principles of
this Act

Application
of this Act

Establishment
of the
National
Cyber
Security
Authority

“vulnerability” means a weakness, susceptibility or flaw of an information and
communication technology product or service that can be exploited by a cyber

threat.

3. In the implementation and application of this Act, the following principles shall be
adhered to -

(@) respect for fundamental rights and freedoms, and in particular, the —
(i)  right to respect for private life and communications;
(i)  protection of personal data;
(i) freedom to conduct business;
(iv)  right to property;
(v)  right to an effective remedy before a court of law; and
(vi)  right to be heard;
(b) risk management;
(c) assistance and cooperation; and

(d) minimizing harmful effect.

4. This Act shall not apply to -
(a) personal data protection;
(b) cybercrime offences and criminal procedural powers;
(c) electronic identity;
(d) electronic commerce; and
(e) classified information and its processing.

PART Il - NATIONAL CYBERSECURITY AUTHORITY

5. - (1) There is hereby established an authority to be known as the National Cyber
Security Authority (in this Act otherwise referred to as the “Authority’”) which shall —

(@) be a body corporate with perpetual succession and a common seal;

(b) be capable of suing and being sued in its corporate name;
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(c) be capable of acquiring and disposing of any moveable and immovable

property; and
(d) do such things and perform such acts as a body corporate may, by law, do

or perform.
Powers and 6. — (1) The Authority shall -
functions of
the Authority

(@) regulate cybersecurity activities in the country;

(b) coordinate the prevention, management and response to cybersecurity
threats and incidents;

(c) enforce the confidentiality, integrity and availability of computer
systems, programs and data;

(d) regulate owners of critical information infrastructure in respect of
cybersecurity activities, cybersecurity service providers and practitioners
in the country;

(e) promote the development of cybersecurity in the country to ensure a
secured and resilient digital ecosystem;

(f) establish a platform for cross-sector engagement on matters of
cybersecurity for effective co-ordination and co-operation within and
between key public institutions or the private sector;

(g) create awareness on cybersecurity matters;

(h) collaborate with other bodies across the globe to promote the
cybersecurity of the country;

(i) advise Government on all matters related to cybersecurity in the country;

(j) monitor cybersecurity threats within and outside the country;

(k) establish codes of practice and standards for cybersecurity, and monitor
compliance with the codes of practice and standards by the public and
private sector owners of critical information infrastructure;

(I) advise the Malawi Bureau of Standards on standards for certifying
cybersecurity products or services;

(m)take measures in response to cybersecurity incidents that occur within

and outside the country which may threaten —
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(i)  the provision of essential services;
(i) international relations between Malawi and other
countries; and
(iii)  any other sector of the country likely to be affected
by a cybersecurity incident;

(n) identify and recommend to the Minister categories of information
infrastructure to be designated as critical information infrastructure in
accordance with international best practices;

(o) provide technical support to law enforcement and national security
agencies on cybercrimes;

(p) facilitate establishment of sectoral CIRTS;

(g) promote the protection of children online;

(r) accredit cybersecurity service providers dealing in critical information
infrastructure;

(s) support technological advances and research and development in
cybersecurity to ensure a resilient and sustainable digital ecosystem;

(t) deploy strategies to implement research findings towards the promotion
of the cybersecurity of the country;

(u) establish and maintain a framework for disseminating information on
cybersecurity;

(v) submit periodic reports to the Minister on the state of cybersecurity in
the country;

(w) educate the public on matters related to cybersecurity;

(x) build the capacity of persons in public or private sector in matters related
to cybersecurity;

(y) collaborate with law enforcement agencies to intercept or disable a
digital technology service or product whose operation undermines the
cybersecurity of the country;

(2) establish and maintain a register of -

(i) critical information infrastructure; and

12



(i) any other persons accredited to carry out
cybersecurity activities under this Act;

(aa) initiate the periodic review and update of the national
cybersecurity policies, strategies, and measures, to ensure their
continued effectiveness and adaptability to emerging threats and
challenges;

(bb) prescribe standardized practices and classification schemes, related
to incident handling, crisis management, and coordinated vulnerability
disclosure; and

(co) perform any other functions which are ancillary to the objects of
the Authority.

(2) The Authority shall establish a cybersecurity incident reporting and information
sharing platform to enable a sectoral CIRT, an owner of critical information
infrastructure, individuals and any other relevant institution, report a cybersecurity

incident.

(3) The Authority shall, upon receipt of the information under subsection (2),
circulate the information to the relevant sectoral CIRT, the owner of critical information

infrastructure, individual and any other relevant institution.

Composition
of the 7. - (1) The Authority shall comprise —
Authority

(@) five members appointed by the President as follows —
(i) two persons with proven work experience in cybersecurity for
not less than five years;
(i) one qualified and practising legal practitioner who has been
in practice for not less than five years;
(iii)one qualified and practicing accountant who has been in

practice for not less than five years; and

13



(iv) one person with qualifications in economics or statistics who

has been in practice for not less than five years; and

(b) the following ex-officio members —
(i) the Secretary responsible for digitization;
(ii) the Secretary responsible for home affairs;
(i) the Secretary responsible for defence; and
(iv) the Director General of the Malawi Communications

Regulatory Authority.

(2) The President shall appoint the Chairperson from amongst the members appointed

under subsection (1) (a).

(3) A member appointed under subsection (1) (a) shall be a person who —
(@) is a citizen of Malawi;
(b) does not hold a political office or is an active member of a political party
or political movement;
(c) would not, for any other reason, be disqualified by law from serving as
a trustee or director of a company; and

(d) does not hold a public office.

(4) In appointing members under subsection (1) (a), the Minister shall —
Cap. 25:06 (a) ensure compliance with the Gender Equality Act; and
(b) have regard to the need for continuity of service on the Authority, so
that at least half of the members appointed thereunder shall be re-

appointed for the next term of office.
(5) A member of the Authority, other than an ex-officio member, shall not, by reason

only of the appointment as a member of the Authority, be deemed to be an employee in the

public service.
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Tenure of 8. — (1) A member, other than an ex— officio member, shall hold office for a term of
office and

vacancies three years and shall be eligible for re-appointment for one further term only.

(2) The office of a member, other than an ex—officio member, shall become vacant —

(@) on the expiry of the term of office of the member;

(b) if the member resigns from office by giving one month notice, in writing,
to the Minister;

(c) if the member is absent, without the consent in writing of the
Chairperson, or without valid reason, from three consecutive meetings
of the Authority of which the member has had notice;

(d) if the member is convicted of a criminal offence without the option of a
fine;

(e) if the member becomes mentally or physically incapacitated, and is duly
certified as such by a suitably qualified medical practitioner;

(f) if the member knowingly fails to declare a conflict of interest relating to
any matter under consideration by the Authority;

(g) if the member, without lawful authority, publishes or discloses to any
other person or entity, other than in the course of duty, any confidential
information of the Authority or any other information obtained in the
course of duty;

(h) if the member conducts himself in a manner that brings the Authority
into disrepute;

(i) if asituation arises that would have disqualified the member from being
appointed as a member of the Authority;

(j) if the member becomes an undischarged bankrupt; or

(K) upon the death of the member.

(3) A vacancy in the membership of the Authority shall be filled by the appointment of

another person in accordance with section 7.
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Meetings of the
Authority

(4) A person appointed to fill a vacancy under subsection (3) shall serve for the remainder
of the term of office of the member who has vacated the office, but a person shall not be so

appointed where the remainder of the term of office is a period of less than six months.

9. — (1) The Authority shall meet to conduct its business at least once in every three

months, at such place and time, as the Chairperson may determine.

(2) The Chairperson shall convene an ordinary meeting of the Authority by giving the

members a written notice of not less than fourteen days.

(3) The Chairperson may, in consultation with the Director General, or at the written
request of not less than one-third of the members, convene an extra-ordinary meeting of the
Authority, within seven days of the request, at a place and time determined by the

Chairperson.

(4) A member, other than an ex-officio member, shall not attend a meeting of the

Authority by representation.

(5) A quorum at any meeting of the Authority shall be constituted by a two-thirds

majority of the members present.

(6) The Chairperson shall preside at the meetings of the Authority and, in the absence of
the Chairperson, the members present and forming a quorum shall elect one of their
number to preside over such meeting, and the member so elected shall exercise all the

powers and perform all the duties of the Chairperson.

(7) The decision of the Authority at any meeting on any matter shall be by consensus,
but where this is not possible, the decision of the Authority shall be that of the majority of
the members present and voting, and at all meetings, the person presiding shall have, in

the event of an equality of votes, a casting vote in addition to his deliberative vote.
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Committees
of the
Authority

Honoraria
of
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(8) The Authority may, at its discretion and at any time, co-opt any person to attend any
of its meetings for the purpose of assisting or advising the Authority in respect of any
matter under consideration by the Authority, but the person so invited shall not be entitled

to vote.

(9) The Director General shall record and keep minutes of every meeting of the Authority

and the minutes shall be confirmed at a subsequent meeting of the Authority.

(10) Subject to the provisions of this section, the Authority may regulate its own

procedure.

10. — (1) The Authority may, for the purpose of performing its functions under this Act,
establish such number of committees and delegate to any such committees its functions as

the Authority may consider necessary.

(2) The Authority may, as it deems fit, co-opt any person who is not a member to be part of

any of its committees.

(3) The Authority shall appoint a chairperson for each committee from amongst the
members of the Authority.

(4) The provisions of this Act relating to meetings of the Authority shall apply, with the

necessary modifications, to meetings of its committees.

11. - (1) When discharging the functions of the Authority, a member shall be paid such

allowances or benefits as the Minister may determine.
(2) A member of the Authority shall be reimbursed out of the funds of the Authority for

any reasonable expenses incurred by him for attending a meeting of the Authority or in

the discharge of his duties and functions under this Act.
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girectolr . 12. — (1) There shall be a Director General of the Authority who shall be the chief
eneral o
the executive officer of the Authority and shall be responsible for the day to day operations of

Authority the Authority and shall be subject to the general supervision of the Authority.

(2) The Director General shall be appointed by the Authority on such terms and
conditions as the Authority may determine.

(3) The appointment of the Director General under subsection (2) shall be through
a competitive selection process as the Authority may determine.

(4) A person shall not be appointed as Director General, unless the person —

(a) is a citizen of Malawi;
(b) possesses a minimum qualification of a Master’s degree in cybersecurity or any
related field relevant to the functions of the Authority, obtained from a reputable
Cap. 30:12 educational institution recognized or accredited under the National Council for
Higher Education Act; and
(c) has demonstrable knowledge, expertise and experience in any of the following
areas -
(i) cybersecurity incident management;
(ii) leadership and management;
(iii) information technology security; and

(iv) information technology risk management.

(5) A person shall not be appointed as Director General if he is actively involved in

politics or would otherwise be disqualified on any grounds listed under section 15.

Duties of the 13. — (1) The Director General shall, subject to the general and special directions
Director . :
General of the Authority, be responsible for the —

(a) day to day operations of the Authority;

(b) management of the funds, property and business of the Authority;

18



Tenure of
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Director
Genetal

Termjnation of
appointment of
the  Director
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(c) effective administration and implementation of the provisions of this
Act; and
(d) provision of secretarial functions to the Authority.

(2) The Director General shall, or in his absence, such other officer of the Authority as
the Director General may designate, attend meetings of the Authority and participate in
the deliberations of the meetings, but shall not have a right to vote on any matter at the

meetings.

(3) The Director General shall be the secretary to the Authority.

(4) The Director General may delegate his functions under subsection (3) to any officer

of the Authority below him.

14. The Director General shall hold office for a term of three years, and shall, subject to

satisfactory performance, be eligible for re-appointment for two more terms.

15. — (1) The Authority may terminate the appointment of the Director General on
the following grounds —

(a) incompetence;

(b) misconduct that brings the office of the
Director General or the Authority into
disrepute;

(c) inability to perform the functions of his
office by reason of a mental or physical
infirmity;

(d) non-disclosure of a conflict of interest;

(e) undischarged bankruptcy;

(F) conviction of an offence which is punishable

with a term of imprisonment without an
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option of a fine; or
(g9) absence from duty, without valid reason, for
a period of fourteen consecutive working

days.

(2) The Authority may, if it considers it necessary so to do, suspend the Director General
from exercising the duties of his office for up to sixty days pending investigations to

determine whether or not he may be removed from office under subsection (1).

(3) The Director General shall not be removed from office unless he has been given an

opportunity to be heard.

16. The Director General may appoint such other members of staff below a Director, on
such terms and conditions as the Director General may determine, following a competitive

recruitment process.

17. — (1) Where a member, a member of a committee, or a member of staff of the
Authority, has any direct or indirect pecuniary interest in relation to any matter before
the Authority, any of its committees, or the procuring and disposing entity, shall -
(a) disclose at or before the meeting convened to discuss that matter,
the nature of his interest; and
(b) not take part in any deliberation or any decision-making process

in relation to that matter.

(2) A disclosure of interest made under subsection (1) shall be recorded in the minutes

of the meeting of the Authority, or a committee, as the case may be.
(3) A person who fails to disclose interest as required under subsection (1)

commits an offence and shall, upon conviction, be liable to a fine of K5,000,000 and

imprisonment for five years.
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18. A member, a member of a committee and a member of staff of the Authority shall not,
in his personal capacity, be liable in civil or criminal proceedings in respect of any act or

omission done in good faith in the performance of his duties or functions under this Act.

19. — (1) A member, a member of a committee, a member of staff of the Authority, or a
person invited to attend a meeting of the Authority or of any of its committees, a
consultant, an advisor or subcontractor shall, upon assumption of his office or before
attending the meeting, as the case may be, take an oath or affirmation of secrecy in the

form set out in the First Schedule.

(2) A person who fails to comply with subsection (1) commits an offence and shall,

upon conviction, be liable to a fine of K5,000,000 and to imprisonment for five years.

20. - (1) The funds and property of the Authority shall consist of —

(@) such sums of money as may be appropriated to the Authority by
Parliament;

(b) such sums of money or other property, real or personal, as may be
acquired, purchased or received by or transferred to the Authority, by
way of gift, devise, bequest, purchase or otherwise;

(c) such sums of money or other property, real or personal, as may accrue
to the Authority in the exercise of its powers or the performance of its
functions under this Act;

(d) a levy prescribed by the Minister on electronic services under the
Electronic Transactions and Electronic Commerce Act; and

(e) other grants received or donations made to the Authority.

(2) The Authority may receive the sums of money or property referred to in
subsection (1) from any other source other than Government, provided that no sums of
money or property received shall interfere or compromise the independence of the
Authority.
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Cap. 37:02
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Establishment
of the Computer
Incident
Response Team

Sectoral
CIRTS

(3) The Authority shall, upon receipt of funds or property from any other source other
than Government, report the same to the Minister, in writing, within a period of thirty

days.

(4) The Authority shall, at all times, comply with the provisions of the Public Audit
Act, the Public Finance Management Act and the Public Procurement and Disposal of
Public Assets Act.

PART Il — COMPUTER INCIDENT RESPONSE TEAM

21. - (1) There is hereby established the Computer Incident Response Team which shall
be a unit under the Authority.

(2) Without prejudice to section 6, the Unit shall -

(a) respond to cybersecurity incidents;

(b) take the necessary measures to prevent probable and
imminent cyber or digital attacks;

(c) collaborate with relevant national and international entities as
the primary point of contact for cross-sectoral and cross-
border cooperation in addressing cybersecurity threats and
incidents; and

(d) perform any other functions which are ancillary to the

mandate of the Unit.

22. — (1) When establishing a sectoral CIRT, the Authority shall -

(a) consider —

(i) the needs and criticality of a sector; and

(i) developments in respect of cybersecurity in Malawi;
(b) prescribe —
(i) the reporting obligation of the sectoral CIRT,;
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(ii) the penalty for non-compliance to the reporting
obligation; and

(i1i) the need to adhere to risk management protocols.

(2) A sector shall be responsible for the cost of establishing its sectoral CIRT and for

the operational costs of the CIRT.

(3) The Minister shall, on recommendation from the Authority, designate an entity to

establish the sectoral CIRT by notice published in the Gazette.

(4) For purposes of this section, “sector” means a sector of the Malawi economy

identified by the Authority, including, but not limited to —
(a) government;
(b) financial;
(c) electronic communications and information technology;
(d) energy and water;
(e) military;
(F) national security;
(9) academic;
(h) health;
(i) agriculture; and

(j) transportation.

Functions 23. - (1) A sectoral CIRT shall -

of a

sectoral (a) collect and collate a cybersecurity incident within its sector and
CIRT

report the incident to the Authority within five days of receiving
notification of the incident;
(b) co-ordinate responses to cybersecurity incidents within its sector;
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(c) incollaboration with the Authority, promote cybersecurity within its
sector;

(d) act as the focal point of contact within its sector;

(e) provide the first response to sector specific cyber security incidents;
and

(F) carry out other responsibilities as provided under this Act.

(2) A sectoral CIRT shall, through its administrative head, submit quarterly reports to the
Authority covering the operations of the sectoral CIRT, in a manner and form

prescribed by the Authority.

(3) A sectoral CIRT that fails to comply with directives of the Authority commits an
offence and shall be liable to pay to the Authority the administrative penalty specified in
the Second Schedule.

24. - (1) The Authority shall cooperate with public authorities and other relevant
stakeholders at the national level.

(2) In pursuance of the cooperation in subsection (1), the Authority shall establish
cooperation relationships with critical information infrastructure owners and operators,
private sector, academia, civil society actors, or any other relevant stakeholder, for the

purpose of achieving the objectives of this Act.

(3) Where appropriate, the Authority may exchange relevant information with

sectoral or cross-sectoral stakeholders.

(4) For the purpose of achieving effective incident coordination, a sectoral CIRT or an
owner of a critical information infrastructure shall designate a person to be a contact

point for incident reporting.

25. — (1) For the purpose of cybersecurity assistance and the effective, efficient and
secure exchange of information, the Authority may establish bilateral or multilateral

cooperation relationships with relevant cybersecurity bodies in other countries.
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Cap. 30:12

(2) The Authority may participate in international cooperation networks and exchange
relevant information with the national CIRTs of other countries or entities similar to the

Authority.

(3) Where the Authority engages in exchange of information, it shall use internationally
recognized information-sharing protocols and adhere to personal data protection

principles.

PART IV - CYBER INSPECTION

26. - (1) The Authority shall appoint cyber inspectors on terms and conditions determined
by the Authority.

(2) A person may be appointed as a cyber inspector if he -
(@) is a citizen of Malawi;
(b) is resident in Malawi;
(c) possesses a minimum qualification of a Bachelor’s degree in cybersecurity
obtained from a reputable educational institution recognized or accredited under
the National Council for Higher Education Act; and

(d) has demonstrable knowledge, expertise and experience in any of the following
areas -
(1) security studies;
(i) law enforcement;
(iii)information and communications technology;
(iv) audit; or

(v) law.

(3) A person shall be disqualified from being appointed as a cyber inspector if he -
(@) holds a citizenship of another country;
(b) is a Member of Parliament;

(c) is a Minister or Deputy Minister; or
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(d) holds a position in a political party or is actively involved in politics.

(4) The Authority shall provide any person appointed as a cyber inspector with a certificate
of appointment.

(5) A cyber inspector shall, in performing any function under this Act, carry his identity
card and shall, upon request by a person who is a subject of an investigation or the person’s
employee, show the identity card to the person or the employee, as the case may be.

27. - (1) A cyber inspector shall monitor and inspect a computer system or activity on an
information system where such an activity or information is not in the public domain or is

not accessible to the public.

(2) Without prejudice to the generality of subsection (1), cyber inspector shall —
(a) in respect of suppliers of encryption and encryption service providers -

(1) investigate the activities of suppliers of encryption and
of encryption service providers in relation to
compliance with this Act; and

(ii) issue orders in writing to suppliers of encryption and
encryption service providers to comply with the
provisions of this Act; and

(b) in the performance of his functions, at any reasonable time, without
prior notice, and under the authority of a search warrant issued by a
court, to enter any premises or access any information system and -

(i) search the premises or the information system;

(if) search any person on the premises if there are
reasonable grounds to believe that the person has
possession of a document, record or any element that is
connected to an investigation;

(iii) take extracts from, or make copies of, any book,

document, record or any element that is in the premises
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or in the information system and has a bearing on an
investigation;

(iv) demand the production of, and inspect, relevant

authorizations, declarations and certificates;

(v) inspect any facilities on the premises, which are linked
or associated with the information system;

(vi)access and inspect the operation of any computer or
equipment forming part of an information system and
any associated apparatus or material which the cyber
inspector has reasonable cause to believe is, or has been
used in, connection with the commission of any
offence;

(vii) use or cause to be used any information system or
part thereof to search any data contained in or available
to such information system;

(viii) require the person by whom, or on whose behalf, the
cyber inspector has reasonable cause to suspect the
computer or information system is or has been used, or
require any person in control of, or otherwise involved
with the operation of the computer or information
system, to provide the cyber inspector with such
reasonable technical and other assistance as the cyber
inspector may require for the purposes of this part;

(ix)make such inquiries as may be necessary to ascertain
whether the provisions of this Act or any other written
law on which an investigation is based, have been
complied with; and

(x) exercise any other procedural investigative powers

2023 under the Cybercrimes Act.

(3) A person who -
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() hinders or obstructs a cyber inspector in the performance of his powers
and functions under this Part;
(b) refuses to co-operate with a cyber inspector; or
(c) falsely holds himself out as a cyber inspector,
commits an offence and shall, upon conviction, be liable to a fine of K5,000,000 and

imprisonment for seven years.

(4) For the proper performance of his functions under this Act, a cyber inspector maybe

accompanied by a police officer.

28. - (1) A person who -
(a) hinders or obstructs a cyber inspector in the performance of his functions and
powers under this Act;
(b) refuses to co-operate with the cyber inspector; or
(c) falsely holds himself out as a cyber inspector,
commits an offence and shall, upon conviction, be liable to a fine of K10,000,000 and

imprisonment for five years.

PART V - CYBERSECURITY STANDARDS AND ENFORCEMENT

29. - (1) The Authority shall develop, establish and adopt standards in the cybersecurity

space for governance and risk management and any other relevant area that the Authority

may determine in accordance with international best practices.

(2) The Authority shall publish on its website the standards developed and promote their
adoption by the public and private sectors.

(3) The Authority shall take the necessary measures to enforce the cybersecurity standards

adopted and monitor compliance by the public and private sectors.
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(4) A person who fails to comply with the cybersecurity standards is liable to pay to the

Authority the administrative penalty specified in the Second Schedule.

30. A cyber inspector shall issue a certificate of compliance where he is satisfied that the

standards set by the Authority from time to time have been met.

PART VI - CRITICAL INFORMATION INFRASTRUCTURE

31. - (1) The Minister may, on the advice of the Authority, designate a computer system
or computer network as a critical information infrastructure if the Minister considers that
the computer system or computer network is essential for —

(a) national security, or

(b) the economic and social wellbeing of citizens.

(2) Where the Minister designates a computer system or computer network as a critical
information infrastructure under subsection (1), the Minister shall publish the designation

in the Gazette.

(3) The Minister shall, in designating a computer system or computer network as a
critical information infrastructure under subsection (1), consider if the computer system
or computer network is necessary for —
(a) the security, defence or international relations of the country;
(b) the production, preservation or identity of a confidential
source of information related to the enforcement of criminal
law;
(c) the provision of services directly related to —
() communication and telecommunication
infrastructure;
(ii) banking and financial services;
(iii)  public utilities;
(iv)  public transportation; and
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(V) public key infrastructure;

(d) the protection of public safety and public health, including
systems related to essential emergency services;

(e) an international business or communication affecting a
citizen of Malawi or any other international business in which
a citizen of Malawi or the Government has an interest; or

(f) the functions of the Legislature, Executive, Judiciary or

security agencies.

(4) The Minister shall establish a procedure for the regulation of critical information

infrastructure.

(5) Where the Minister establishes a procedure for the regulation of critical
information infrastructure under subsection (4), the Minister shall publish the procedure
in the Gazette.

32.— (1) An owner of critical information infrastructure shall register with the
Authority.

(2) An owner of critical information infrastructure operating in Malawi prior to the
commencement of this Act shall, within six months from the commencement of this Act,

register with the Authority.

(3) When registering critical information infrastructure under subsection (1), the owner
shall provide the following information —
(@) his name or the name of the person who is in control of the
critical information infrastructure;
(b) the nature and type of the critical information infrastructure;
(c) the use or function of the critical information infrastructure; and

(d) any other information that the Authority may deem necessary.
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(4) Any change in the legal ownership of a registered critical information infrastructure

shall be subject to the approval of the Authority.

(5) An owner of a registered critical information infrastructure who contravenes
subsection (2) is liable to pay to the Authority the administrative penalty specified in the

Second Schedule.

33. — (1) The Minister may, on the advice of the Authority, withdraw the designation of
a critical information infrastructure at any time if the Minister considers that the
computer system or computer network no longer satisfies the criteria of a critical

information infrastructure.

(2) Where the Minister withdraws a designation of critical information infrastructure
under subsection (1), the Minister shall publish the withdrawal in the Gazette.

34. - (1) A person shall not, without authorization —
(a) secure access; or
(b) attempt to secure access,
to a computer system or a computer network designated as a critical information

infrastructure.

(2) A person shall not, without lawful justification —

(@) block access to critical information infrastructure;
(b) block access to a site that is hosting critical information
infrastructure; or

(c) have access to critical information infrastructure.

(3) A person who contravenes subsections (1) or (2) commits an offence and shall, upon
conviction, be liable to a fine of K5,000,000 and to imprisonment for five years.
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(4) Where the offence committed under subsections (1) or (2) —

(@) results in a serious bodily injury, or financial loss or damage to the
computer system or computer network designated as a critical
information infrastructure, the person who committed the offence shall,
upon conviction —

(i) in the case of an individual, be liable to a fine of
K15,000,000 and imprisonment for fifteen years; and

(i) in the case of a body corporate, a partnership or a firm,
be liable to a fine of K25,000,000; and

(b) is deemed to be a terrorist act, the person who committed the offence
shall, upon conviction -

(i) in the case of a natural person, be liable to life
imprisonment; and
(if) in the case of a legal person, be liable to a fine of

K500,000,000 and revocation of a business licence.

(5) In addition to the penalty provided under subsection (4) (a) (ii) and subsection (4) (b)
(ii), every director or officer of the body corporate, or member of the partnership, or any
other person concerned with the management of the firm, shall be deemed to have
committed the same offence and shall, upon summary conviction, be liable to a fine of
K10,000,000.

(6) A person shall not be convicted of an offence by virtue of subsection (5) if it is proved
that —
(a) due diligence was exercised on the part of the person to prevent
the commission of the offence; or
(b) the offence was committed without the knowledge, consent or

connivance of the person.

35. - (1) An owner of critical data shall store all critical data on a server or data center

that is located within Malawi.
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(2) Notwithstanding subsection (1), the Minister may authorize an owner of critical
data to externalize the critical data outside Malawi.
(3) In the event that the purpose for which the critical data was collected expires, or the

data controller ceases to exist, the critical data shall be surrendered to the Authority.

PART VII - NOTIFICATION AND REPORTING OF A CYBERSECURITY
INCIDENT

36. - (1) An owner of critical information infrastructure shall —
(@) within twenty four hours after a cybersecurity incident is
detected -
(i) notify the Authority and the relevant sectoral
CIRT of the incident; or
(i1) notify the Authority of the incident, if the critical
information infrastructure does not belong to any
sectoral CIRT; and
(b) submit a report on the cybersecurity incident to the Authority

within a period determined by the Authority.

(2) Where an owner of critical information infrastructure is unable, for good cause, to
submit the report within the period determined by the Authority under subsection (1) (b),

the owner may request for an extension of time to submit the report.

(3) Where the owner of the critical information infrastructure is body corporate, a
Government Ministry, Department or Agency, or any other entity, the head of the

relevant institution shall comply with subsection (1).

(4) A person who contravenes subsection (1) or (2) is liable to pay to the Authority the

administrative penalty specified in the Second Schedule.
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(5) A person who contravenes subsection (1) or (2), and where the cybersecurity incident

(@) results in loss of life;

(b) causes a national security breach;

(c) results in a significant financial loss;

(d) damages or compromises designated critical information
infrastructure;

(e) causes significant degradation of critical information
infrastructure;

() causes harm to public health;

(9) disrupts public safety; or

(h) compromises the vital interests of the State,

commits an offence and shall, on conviction, be liable to imprisonment for life.

37. - (1) The Authority shall establish a cybersecurity incident point of contact to facilitate

(a) the reporting of a cybersecurity incident by the general public;
and

(b) international co-operation in cybersecurity matters.

(2) An institution that is not affiliated to a designated sectoral CIRT shall report a
cybersecurity incident to the Authority through the cybersecurity incident point of contact

established under subsection (1).

(3) An individual may report a cybersecurity incident to the Authority through the

cybersecurity incident point of contact established under subsection (1).

38.- (1) The Authority shall establish an early warning system in respect of human

initiated risks that are likely to undermine the cybersecurity of the country.
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(2) The Authority shall implement the early warning system in order to advise the public

on cybersecurity matters.

39. An owner of critical information infrastructure shall —
(a) cause an annual cybersecurity audit to be conducted on the
critical information infrastructure; and
(b) as soon as practicable, but not later than three months after the
expiry of its financial year, submit a copy of the annual

cybersecurity audit report to the Authority.

PART VIIl - ACCREDITATION OF CYBERSECURITY PROFESSIONALS AND
PRACTITIONERS

40. - (1) A person shall not, without an accreditation by the Authority, provide

cybersecurity services on critical information infrastructure.

(2) A person who contravenes subsection (1) commits an offence and shall, upon

conviction, be liable to a fine of K20,000,000 and imprisonment for one year.
41. — (1) A person who intends to engage in cybersecurity services on critical information
infrastructure shall apply to the Authority in a prescribed form and on payment of a

prescribed fee.

(2) The Authority shall, within thirty days of receiving the application under subsection

(1), grant or reject the application for accreditation.

(3) The accreditation granted by the Authority under subsection (2) shall be valid for a

period of two years.
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(4) The Authority shall, where the application for accreditation is rejected, inform the

applicant accordingly in writing, giving reasons why the application was rejected.

Renewal of 42. — (1) A person may apply for renewal of accreditation to the Authority in the

accreditation prescribed form and on payment of a prescribed fee.

(2) The Authority may, on receipt of the application under subsection (1), within thirty

days —
(@) renew the accreditation applied for, with or without conditions; or
(b) reject the application.
PART IX — MISCELLANEOUS
Regulations 43. The Minister may, on the advice of the Authority, make regulations for

carrying out or giving effect to the provisions of this Act and for such matters as are

envisaged by the provisions of this Act or as the Authority may deem necessary.

FIRST SCHEDULE (s 19)

OATH OR AFFIRMATION OF SECRECY

SECOND SCHEDULE (ss 23, 29, 32, 36)

ADMINISTRATIVE PENALTIES

OBJECTS AND REASONS

The object of this Bill is to establish the National Cyber Security Authority and the

Computer Incident Response Team, and to provide a legal framework for the development and
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enforcement of cybersecurity standards, for the designation and registration of critical information

infrastructure, and for the reporting of cybersecurity incidents.

Thabo Chakaka Nyirenda
Attorney General
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